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Introduction

TheSecurity Administratords Cookbook

information they need to administer security in Sitecore. This cookbook is primarily
aimed at introducing new security administrators to the tools that Sitecore contains.
However, the procedures described in this document will also be beneficial for more

experienced and security administrators who are unfamiliar with the tools that
Sitecore contains.

This cookbook contains the following chapters:

1

Chapter 1 8 Introduction
This brief description of this document and its intended audience

Chapter 28 Security in Sitecore

s designed

An overview of the basic concepts that security administrators need to understand

and a brief introduction to the security tools that are available in Sitecore

Chapter 38 Creating and Managing Users
Step by step instructions for user management tasks

Chapter 4 8 Creating and Managing Roles
Step by step instructions for role management

Chapter 568 Assigning and Reviewing Access Rights
Step by step instructions for managing access rights

Chapter 6 8 Domains
Step by step instructions for managing domains

Chapter 76 Security Accounts & Passwords
Step by step instructions for managing security accounts and passwords

Chapter 8 8 Best Practices
A discussion of best practices for administering security in Sitecore

SitecoreE
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Security in Sitecore

This chapter is a description of all the basic concepts that security administrators
need to understand to get the most out of the Sitecore security system. It also
contains a brief introduction to the security tools that are available in Sitecore.
This chapter contains the following sections:

1  Security Accounts

1 Security Tools

SitecoreE is a registered trademark. All other brand and product n
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2.1 Security Accounts

In Sitecore, you use security accounts to control the access that users have to the items and content
on their Web site as well as the access they have to the functionality that Sitecore contains.

In Sitecore, a security account can be either a user or a role.

2.1.1 Users and Roles

After you have created a user in Sitecore, you should assign them one or more of the roles that exist
in Sitecore. A role contains a set of access rights to the various items that make up your Sitecore
installation as well as permission to use the various tools that Sitecore contains.

By assigning roles to users you simplify the security administration process. The roles that a user is
assigned determine the access rights that the user has.

If the predefined security roles that Sitecore contains do not suit your needs, you can easily create
new roles and give these roles the appropriate access rights to the items and functionality that the
Web site contains.

In short, users should be members of roles and the roles should be assigned the access rights that
govern the permission that the members of each role have to the items in Sitecore. However, if you
think that it is necessary, you can also assign individual access rights to the user as well.

If a user is a member of several roles they are given the accumulated access rights of all the roles.

Furthermore, a user can be a member of many different roles and roles can be members of other
roles. When a role is a member of another role the access rights that the different roles contain are
added together to give the users who have been assigned these roles the accumulated access rights
of both roles.

For more information about the way Sitecore interprets security settings and access rights, see How
Sitecore Evaluates Access Rights on page 43.

2.1.2 Access Rights

The access rights that you assign to a security account in Sitecore determine the access that the
account has to the items and functionality that Sitecore contains.

The access rights that you can assign to an account are:

1 Read 0 controls whether or not a user can see an item in the content tree and/or on the
published Web site.

1 Write d controls whether or not a user can update field values. The write access right
requires the read access right and field read and field write access rights for individual fields
(field read and field write are allowed by default).

1 Rename d controls whether or not a user can change the name of an item. The rename
access right requires the read access right.

1 Create d controls whether or not a user can create child items under this item. The create
access right requires the read access right.

1 Delete 8 controls whether or not a user can delete an item. The delete access right requires
the read access right.

1 Administer & controls whether or not a user can configure access rights on an item. The
administer access right requires the read and write access rights.

1 Field Read & controls whether or not a user can read a specific field on an item.

Field Write 8 controls whether or not a user can update a specific field on an item.

SitecoreE is a registered trademark. Al other brand and product
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1 Language Read & controls whether or not a user can read a specific language version of
items.

1 Language Write 8 controls whether or not a user can update a specific language version of
items.

Site Enter & controls whether or not a user can access a specific site.

Show in Insert & controls whether or not a template is shown in the Content Editor in the
Insert Options list and in the Page Editor in the Insert dialog box.

1 Workflow Command Execute 8 controls whether or not a user can execute a specific
workflow command.

1 Workflow State Delete & controls whether or not a user can delete items when they are in a
specific workflow state.

1 Workflow State Write d controls whether or not a user can update items when they are in a
specific workflow state.

1 *d controls whether or not all the access rights assigned to a specific item are assigned or
denied.

2.1.3 Inheritance

Sitecore uses inheritance to streamline the process of assigning access rights. By using inheritance
Sitecore spares security administrators the tedious task of assigning each role explicit access rights to
every item in the content tree.

An item can inherit the access rights that have been specified for other items that are higher up the
content tree. Any item can be configured to inherit the security settings of its parent item.

A security administrator can, for example, configure the security settings of a single item and by using
inheritance, let these settings influence the security settings of all the items that are lower down the
content tree.

Although items inherit security settings by default, Sitecore allows you to configure which items should
inherit security settings and which should not. Sitecore defines the ability to inherit security settings as
an access right; that you can allow or deny, just like Read and Write.

For more information about using inheritance to controls access rights, see Chapter 5, Assigning and
Reviewing Access Rights.
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2.2 Security Tools

Sitecore contains several different tools for managing security.
The Sitecore security tools are:

User Manager

Role Manager

Security Editor

Access Viewer

Domain Manager

= =4 -4 -4 A -2

The Security tab in the Content Editor

2.2.1 User Manager

Use the User Manager to create and manage the users that have access to the system.

«! User Manager

Q &, Edit [ Change Password (@) Disable -} Unlock Fﬁ For) 5, Access Viewer
Mew &% Delete igj ResetSetings % Enable Roles  Domains || &) Security Editor
Users Security Toaks

Drag a column to this area to group by it.

User Name Domain Full Name Emal  Comment Language Locked
a Ancnymous extranet extranet\Anonymous

A admin sitecore sitecore\admin Sitecore Administrator en

& Anonymous sitecore sitecore\Anonymous

a Audrey sitecore sitecore\Audrey

& il sitecore sitecore'gil

a Denny sitecore sitecore\Denny

i Lonnie sitecore sitecore'onnie

A Minnie sitecore sitecore \Minnie

In the User Manager you can:

1 Create and edit users.

1 Delete users.
1 Change the password of other users.
1 Enable and disable users.
1 Open the other security tools.
SitecoreE is a registered trademark. All other brand and product n
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2.2.2 Role Manager

Use the Role Manager to create and manage the roles that you want to assign the users of your
system.

@ Role Manager

MyDomain\tester
sitecoreAuthor
sitecore\Designer

sitecore\Developer

sitecore\Sitecore Client Account Managing
sitecore\Sitecore Client Authoring
sitecore\Sitecore Client Configuring
sitecore\Sitecore Client Designing
sitecore\Sitecare Client Developing
sitecore\Sitecare Client Maintaining
sitecore\Sitecore Client Publishing
sitecore\Sitecore Client Securing
sitecore\Sitecare Client Translating
sitecore\Sitecore Client Users
sitecore\Sitecore Limited Content Editor

II II D: » M Page 1of 2 (18 items))

In the Role Manager, you can:
1 Create and delete roles.
1 Add members to and remove them from a role.
1 Make a role a member of and remove it from another role.
1

Open the other security tools.

2.2.3  Security Editor

Use the Security Editor to manage the access rights that roles and users have to the items in the
content tree.

% Security Editor

Remove Inherit  Require Login

Field Read Field Write Delete Administer
2 @s
t Write R
i) Home Virite Rename
@ sample Wirite Rename
@) Help Write Rename
) Meta-Data Wirite Rename
) Settings Write Rename
B Wirite R
= R
s R
B Field Read Field Write Read R
< | >
Key: Inherited  + * |Allowed | Demied | - [Ttem vs. DescendantRight + * Protected Mot Applicable

SitecoreE is a registered trademark. All other brand and product n
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In the Security Editor, you can:
1 Select the security account that you want to manage.

1 Assign access rights to the selected security account.

2.2.4 Access Viewer

Use the Access Viewer to get an overview of the access rights that have been assigned to the
security accounts.

Acces

a builtin\Anonymous

Select @ sitecore\Denny

N\aamED sitecore Reid Read W”E.x. Rena_n: Creai Ddei @ Bead access right for the Home
= & Content | Read X = [] [] item
) Home x| % % x| x|
= @ sample i X |Read [ [ | x ) security
) Standard-Ttems | | Read X = [ [ Access to this Item is denied as no access rule allows
@ Products v | Read x x x| [ access.
a Services + % |Read X X X X Ttem Security
‘@ References o % |Read = = £ £ [2) sitecore ~ | Everyone
& News v | Read 3 3 3 [] & content
] People % % |Read X X 3 [ ) Home |- [X) Everyone [Inheritance]
(8 2005 o | Read x k3 = = - .
) Contact v |read [] [] [] ] & warnings
& About-Us 3 % |Read x x = = Ezfrn'f;?o:as individial inheritance rules set for each
@ Help # ¥ |Read X X x| []
) Meta-Data | Read X = [] []
() Settings . % |Read x x x| [
B Layout £ % |Read x x x [
5] Media Library o % |Read % = X [~
) system v Read X X x x
] Templates £ % |Read x x x [
Key: Inherited v -~ Allowed X Denied .  Itemvs. DescendantRight « * Protected Mot Applicable

In the Access Viewer, you can:

1 Get an overview of the access rights assigned to each security account for each item in the
content tree.

1 See an explanation that describes how the current settings have been resolved.

2.2.5 Domain Manager

Use the Domain Manager to create and manage domains.

nain Manager

Domain Comment
extranet
sitecore

default

Page 1 of 1 (3items)

In the Domain Manager, you can:
1 Create and delete domains.

1 Specify whether the domains are global or locally managed.

SitecoreE is a registered trademark. All other brand and product n
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2.2.6  Content Editor 8 Security

There are also some important security tools available on the Security tab in the Content Editor.

In the Content Editor, you can:

9 Assign access rights to security accounts that give them access to individual items in the
content tree.

1 Get an overview of the roles and users that have access rights to individual items in the
content tree.

1 Change the ownership of items.

SitecoreE is a registered trademark. All other brand and product n
contents of this documentar e t he property of S-20lCSitewareeAll righte eserveédg ht E 2001
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Creating and Managing Users

This chapter describes how to use the User Manager to create new users and make
them members of security roles.

This chapter contains the following sections:
1 Creating a User in the User Manager

1 Managing a User

SitecoreE is a registered trademark. All other brand and product n
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3.1

Creating a User in the User Manager

In Sitecore, you use the User Manager to add new users to the system and to manage the roles that

they are members of.

To create a user:

1. Login to the Sitecore Desktop.

1. Click Sitecore, Security Tools, User Manager to open the User Manager.

«! User Manager

User Name

Domain

a Ananymous extranet

& admin sitecore
a Anonymous sitecore
a Audrey sitecore
Y] sitecore
i Denny sitecore
ﬂ Lonnie sitecore

5 Minnie sitecore

N 3
Roles Domains
Security

o Enable

Full Name Email Comment
extranet\Anonymous
sitecore\Admin Sitecore Administrator en
sitecore\Anonymous

sitecore\Audrey

sitecoregil

sitecore\Denny

sitecore! onnie

sitecore \Minnie

2. Inthe User Manager window, in the Users group, click New.

A sitecore - Webpage Dialog,

Create a New User
i Enter information about the user.

User Name: |

Domain: |snecnre

Full Name: |

Email: |

Comment: |

passward: |

Confirm Password: |

Roles:

User Profile:

3. Inthe Create a New User dialog box, enter the relevant information about the new user.

The Create a New User dialog box contains the following fields:

Field Value

User Name The name that the user will use in Sitecore.

Domain The domain that the user will have access to.

Full Name The full name of the user.
SitecoreE is a registered trademark. All other brand and product
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Field Value

E-mail The u srmail address.

Comment Any appropriate comments.

Password The password of the new user 8 they can change
it the first time they log in to Sitecore.

Confirm Password Confirm the password you have given the user.

Roles Click Edit to select the roles that you want to make

the user a member of.

User Profile The type of user you are creating.

4. Click Next to validate the information you have entered and create the user.
Create a New User
;3 Enter information about the user.
The user has been successfully created.

pen the User Editor

5. Click Finish to complete the process.

If you selected the Open the User Editor checkbox, the Edit User dialog box is opened
automatically.

For more information about making the user a member of some security roles, see Assigning a Role
to a User on page 17.

SitecoreE is a registered trademark. All other brand and product n
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3.2 Managing a User

After you have created a new user, you can make them members of roles and remove them from
roles. You may also need to edit their information in their Sitecore account. You can also delete a
user from the system.

3.2.1  Editing a User
To edit a user:
1. Inthe User Manager, in the Users group, click Edit.

2. Inthe General tab, you can change the name and e-mail address of the user. You can also
select the image that is used as a portrait of the user in Sitecore.

A Sitecore -- Webpage Dialog,
Edit User
Edit the information about the user.
General Member Of | Profile | Language Settings | Information
My User
sitecore

Full Name: |I‘v‘ly User |

Comment: | |

E-mail: |MyUser@sitecure.nel |

[user is administrator

Partrait: |peopleﬂGxWG!useerng |

People/16x16/User
People/16x16/User2 png
People/16x16/Userd png
People/16x16/Angel_png
People/16x16/Astrologer png
People/16x16/Dude’ png
People/16x16/Dude2 png
People/16x16/Dude3 png

|£3

3. Inthe Member Of tab, you can edit the roles and domains that the user is a member of.

A sitecore -- Webpage Dialog,
Edit User
Edit the information about the user,

General Member OF Profle | Language Settings | Information

Roles:

SitecoreE is a registered trademark. All other brand and product n
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For more information about making a user a member of some security roles, see Chapter 4,
Creating and Managing Roles.

4. Inthe Profile tab, in the User Profile section, you can specify which Sitecore tool is displayed
to the user when they log in.

2 Sitecore — Webpage Dialog @
Edit User
Edit the information about the user,
General | Member Of Profile Language Settings | Information
User Profile
start Url: O Content Editor
(O page Editor
O revien
@ Desktop
Our:
Additional Properties:
ecore/shellithemes/backgrounds/lighthouse jpg |
If you select Then

Content Editor

The user can only open the Content Editor.

Page Editor The user can only open the Page Editor.

Preview The user can open the Preview client and then they can open
the Page Editor.

Desktop The user can select the client that they want to open on the
login page.

URL You must enter a custom URL and the client selected by the

user is ignored.

5. Inthe Additional Properties section, you can edit information about the profile that was
selected for this user when their account was created.

You can change the image used as wallpaper for this user in the Desktop.

SitecoreE is a
contents of this documenta r e
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6. Inthe Language Settings tab, in the Sitecore Client section, you can specify the language
and regional code that the Sitecore client should use when this user logs in.

A sitecore - Webpage Dialog, E]
Edit User
Edit the information about the user.

General | Member Of | Profile Language Settings Information

Sitecore Client
Client Language: ‘ Default

Regional IS0 Code: ‘ Default

Content
Default Content Language: |Defau|l

7. Inthe Content section, you can specify the default language that the content of the Web site
should be displayed in for this user.

8. Inthe Information tab, you can see some static information about the user:

A sitecore - Webpage Dialog, E]

Edit User
Edit the information about the user.

General | Member Of | Profile | Language Settings | Information

LastLlogin: 28. maj 2008 10:52
Created: 28, maj 2008 10:52
Last Activity: 28. maj 2008 11:41

Last Password Changed:  28. maj 2008 10:52
Last Lockout: Never

The information includes when the user was created, when they last logged in, and so on.

3.2.2 Assigning a Role to a User

One of the most important aspects of creating a user is specifying which roles the user should be a
member of. These roles determine the access rights that the user is assigned and thereby the items
that the user can access in Sitecore and the actions they can perform on these items.

SitecoreE is a )
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To assign a role to a user:

1. Inthe User Manager, click Edit to open the Edit User dialog box.
2. Click the Member Of tab:

A Sitecore -- Webpage Dialog, @
Edit User
Edit the information about the user.
General Member Of Profile | Language Settings | Information
Roles:

3. Inthe Member Of tab, click Edit to open the Edit User Roles dialog box:

A sitecore -- Webpage Dialog, E]
= Edit User Roles
=/ Change the roles that the user is a member of.

Selected Roles:

Available Roles:

Drag a column to thi to group by it.

Role

MyDomain'tester

sitecore\Author

sitecoreDesigner

sitecoreDeveloper

sitecore\Sitecore Client Account Managing
sitecore'\Sitecore Client Autharing
sitecore\Sitecore Client Configuring
sitecore Sitecore Client Designing
sitecore\Sitecore Client Developing
sitecore Sitecore Client Maintaining
sitecore\Sitecore Client Publishing
sitecore\Sitecore Client Securing
sitecore Sitecore Client Translating
sitecore'Sitecore Client Users
sitecore\Sitecore Limited Content Editor

7] 4 | =] » Y] Page 10f 2 (18 items)

4. Inthe Available Roles section, select the roles that you want to make this user a member of
and click Add.

You can press SHIFT or CTRL to select several roles.
You can also double click a role to add or remove it automatically.

5. If the roles you want to make the user a member of are not displayed on this page, use the
navigate buttons at the bottom of the dialog box to leaf through all the roles.

SitecoreE is a registered trademark. All other brand and product
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3.2.3 Removing a User from a Role

As a security administrator, you wil/| often have t

To remove a member from a role:
1. Inthe User Manager, click Edit to open the Edit User dialog box.
2. Click the Member Of tab and then click Edit.

A sitecore - Webpage Dialog, E]

Edit User Roles
| Change the roles that the user is a member of.

Selected Roles:

sitecore\Author

sitecore\Sitecore Client Authoring
sitecore\Sitecore Client Translating
sitecore\Sitecore Client Publishin

Available Roles:

Drag a column to to group by it.

Role

MyDomain'tester

sitecore\Author

sitecore'Designer

sitecore'Developer

sitecore\Sitecore Client Account Managing
sitecore\Sitecore Client Authoring
sitecore\Sitecore Client Canfiguring
sitecore\Sitecore Client Designing
sitecore Sitecore Client Developing
sitecore Sitecore Client Maintaining
sitecore\Sitecore Client Publishing
sitecore itecore Client Securing
sitecore'Sitecore Client Translating
sitecore\Sitecore Client Users
sitecore\Sitecore Limited Content Editor

14 | I———] » Page 10f 2 (18 items)

3. Inthe Edit User Roles dialog box, in the Selected Roles section, select the role that the user
should no longer be a member of, and click Remove.

3.2.4  Deleting a User
Just as you need to create users, you also need to delete them from time to time.
To delete a user:
1. Open the User Manager and select the user that you want to delete.
2. Inthe Users group, click Delete.
3. When you are prompted to confirm that you want to delete this user, click OK.
The security account for this user has now been deleted.

For more information about deleting security accounts, see Deleting Security Accounts on page 56.

SitecoreE is a registered trademark. All other brand and product
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Creating and Managing Roles

This chapter describes how to create and manage a role in the Role Manager. The
topics include creating a role, assigning users to a role, and assigning a role to a role.

There is also an explanation of how the various roles work when combined.
This chapter contains the following sections:
1 Creating a Role in the Role Manager

1 Managing a Role

SitecoreE is a registered trademark. All other brand and product n
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4.1 Creating a Role in the Role Manager
In Sitecore, you use the User Manager to create new roles and manage the roles that already exist.

Roles are containers for access rights that make it easier for you to manage the access rights that the
users have to the items and tools that your Sitecore installation contains. When you make a user a
member of a role they receive the access rights that belong to the role.

To create arole:
1. Log in to the Sitecore desktop.

2. Click Sitecore, Security Tools, Role Manager.

7 Role Manager

DR @ g | @ A D
New Delete Members Member OF || Domains Users || &) Security Editor
Roles Security T

Role

sitecore\Author

sitecore\Designer
sitecore\Developer

sitecore Sitecore Client Account Managing
sitecore Sitecore Client Authoring
sitecore\Sitecore Client Configuring
sitecore\Sitecore Client Designing
sitecore'Sitecore Client Developing
sitecore\Sitecore Client Maintaining
sitecore\Sitecore Client Publishing
sitecore\Sitecore Client Securing
sitecore\Sitecore Client Translating
sitecore'Sitecore Client Users

E | I—] M Page 1 0f 2 (17 items)

3. Inthe Role Manager window, in the Roles group, click New.

2 Sitecore - Webpage Dialog,
New Role
Create a new role.

The role name can only contain the following characters: A-Z, a-z, 1-9 and
space.

Role Name:

Domain:

|snecnre V‘

4. Inthe Role Name field, enter the name of the new role.

5. Inthe Domain field, select the domain that this user should belong to.

SitecoreE is a registered trademark. All other brand and product n
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The new role is added in the Role Manager window:

 Role Ma nager

Role
MyDomain'My Role

sitecore\Author

sitecore'\Designer

sitecore\Developer

sitecore|Sitecore Client Account Managing
sitecore\Sitecore Client Authoring
sitecore\Sitecore Client Configuring
sitecore|Sitecore Client Designing
sitecore'Sitecore Client Developing
sitecore\Sitecore Client Maintaining
sitecore\Sitecore Client Publishing
sitecore\Sitecore Client Securing

sitecore Sitecore Client Translating
sitecore\Sitecore Client Users
sitecore\Sitecore Limited Content Editor

(][ i=———=1 || n Page 1af 2 (18 items)

For more information about domains, see Chapter 6, Domains on page 57.
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4.2

Managing a Role

After you have created a role, you can make some users members of this role. In Sitecore, you can
make any security account a member of a role 8 both users and roles. You can also delete a role.

42.1

Assigning a User to a Role

You can make any a user a member of any role.

To assign a user to a role:

1. Inthe Role Manager, click Members.

A Sitecore - Webpage Dialog,

Members

Drag a column to thi

Domain Local Name

Add or remove members from the current role.

Full Name

Comment

£] 4

[ [ n

Close

2. Inthe Members dialog box, click Add to open the Select an Account dialog box.
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3.

4.2.2

A sitecore - Webpage Dialog, E]
Select an Account
Select a role or a user.
Account Type
ORoles
©iizerd
Domain Local Name Full Mame Email  Comment
extranet ; Anonymous extranet\Anonymous
MyDomain  &gh My User MyDemain\My User
sitecore & Admin sitecore Admin Sitecore Administrator
sitecore a Anonymous sitecore Anonymous
sitecore a Audrey sitecore \Audrey
sitecore a Bill sitecore \Bill
sitecore & Denny sitecore\Denny
sitecore ﬂ Lonnie sitecore \Lonnie
sitecore ‘_‘, Minnie sitecore Winnie

14 1 |/ » H Page 1of 1 (9items)

Select the user that you want to add to this role.

Assigning a Role to a Role

You can also make a role a member of another role.

To assign a role to a role:

In the Select an Account dialog box, in the Account Type section, click Users to see a list of
users.

If there is more than one page of users, use the buttons at the bottom of the window to leaf
through the list of users.

Click OK and the user is added to the Members dialog box and is now a member of that role.

1. Inthe Role Manager, click Members.
A sitecore - Webpage Dialog, @

Members
Add or remove members from the current role,

Drag a column to tf g

Domain Local Name Full Name Comment

L] 4 —————————] » 1]
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2.
3.

4. Select the role that you want to add to this role.

A Sitecore -- Webpage Dialog,
Select an Account
Select a role or a user.

Account Type
®Roles
Ousers

Drag a column to this area to group by it.

Role

MyDomain'My Role

sitecore\Author

sitecore\Designer

sitecore\Developer

sitecore itecore Client Account Managing
sitecore Sitecore Client Authoring
sitecore\Sitecore Client Configuring
sitecore'itecore Client Designing
sitecore itecore Client Developing
sitecore\Sitecore Client Maintaining
sitecore\Sitecore Client Publishing
sitecore Sitecore Client Securing
sitecore\Sitecore Client Translating
sitecore!itecore Client Users
sitecore\Sitecore Limited Content Editor

Tl | Y] Page 10f 2 (18 items)

In the Members dialog box, click Add to open the Select an Account dialog box.

In the Select an Account dialog box, in the Account Type section, click Roles to see a list of
all the roles.

5. Click OK and the role is added to the Members dialog box and is now a member of that role.

4.2.3

Assigning this Role to another Role

The role that you created eatrlier is like any other role and you can make it a member of another role.

To assign this role to another role:

1. Inthe Role Manager, select the role you created earlier.
2. Inthe Roles group, click Member Of.
A sitecore - Webpage Dialog, E]
Member Of
@ Add or remove parent roles from the current role.
Domain Local Name Full Name Comment
k] 4 _—— » 1]
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3. Inthe Member Of dialog box, click Add.
4. Inthe Select an Account dialog box, select the role that you want to make this role a

member of.

Select an Account
Select a role or a user.

Role

MyDomain'py Role

sitecore\Author

sitecore\Designer

sitecore'Developer

sitecore Sitecore Client Account Managing
sitecore\Sitecore Client Authoring
sitecore Sitecore Client Configuring
sitecore Sitecore Client Designing
sitecore\Sitecore Client Developing
sitecore\Sitecore Client Maintaining
sitecore\Sitecore Client Publishing
sitecore Sitecore Client Securing
sitecore\Sitecore Client Translating
sitecore'itecore Client Users
sitecore\Sitecore Limited Content Editor

K] 4 m: » Pl Page 1of 2 (18 items)

5. Click OK and the role you selected is added to the Member Of window. The role you created
is now a member of the other role.

4.2.4 Deleting a Role

Just as you need to create roles, you also need to delete them from time to time.
To delete a role:
1. Inthe Role Manager, select the role you want to delete.
2. Inthe Roles group, click Delete.
3. When you are prompted to confirm that you want to delete this user, click OK.

This role is now removed from the security system. The security accounts that were members of this
role are not removed from the system but they no longer possess the set of access rights that this role
contained unless these access rights are granted to the security accounts by virtue of their
membership of other roles.

For more information about deleting security accounts, see Deleting Security Accounts on page 56.
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Assigning and Reviewing Access Rights

This chapter describes how to assign access rights to security accounts. There is
also a description of how the access rights that an account is assigned affect each
other. The last section in this chapter describes how to get an overview of the security

system.

1T Userdés, Roles, and Access Rights
1 Assigning Access Rights
1 Using Inheritance to Control Access Rights
1 How Sitecore Evaluates Access Rights
1 Analyzing the Security System
1 Deleting Security Accounts
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51 User 6s, Rol es, and Access Rights

In Sitecore, the term security account can apply to either a user or a role. You can assign access
rights to both users and roles.

However, we recommend that you only assign access rights to roles and not to users. You can then
make all your users members of the roles that match their function in your organization. This simplifies
security administration because you no longer have to think in terms of individual users and their
access rights but only in terms of roles and the access rights that they possess.

This means that when an employee leaves your company or moves to another department, you
simply remove them from some roles and make them members of other roles. Similarly when you hire
a new employee you make them members of the roles that possess the access rights that match their
function in your organization.

This method of working saves the security administrator a considerable amount of repetitive work and
streamlines the security system.
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5.2 Assigning Access Rights

A security account in Sitecore is useless until you assign it some access rights. You can assign
access rights to both users and roles.

However, before you start to assign access rights to a role, you should try to get an overview of the
access rights that the role has already been assigned.

5.2.1 Getting an Overview of the Access Rights Assigned to a Role

Use the Access Viewer to get an overview of the access rights that the role has already been
assigned.

To open the Access Viewer:

1. Log in to Sitecore and click Sitecore, Security Tools, Access Viewer.

Py —
& & sitecorelpob 1ol8) &) Security Editor
seest & sitecare\Author ( Asslgn Columns H User Manager

Name Read Write Rename Create Delete
@ Read access right for the Products item

B 2] sitecore
= & Content
D) Home
& @ sample
i) standard-Ttems
@ Products
8 services
‘@ References
& & News
£ People
(B 10bs
|2 contact
82 About-Us
& @) Help
) Meta-Data
i Settings
B Layout
&) Media Library
%) System
EITemp\abes

Ay

Read
Read
Read
Read
Read
Read
Read
Read
Read
Read
Read
Read
Read
Read
Read
Read
Read
Read
Read
Read

] Security
The'__Everyone' account has been granted the 'item:read’ access
right far the 'fsitecore’ item,
Ttem Security
D sitecore v __Fveryone
v sitecore\Everyone
a Content
@ Sample

'@ Products

R EEEEEEEEEEE R EE
B¢ B B e [Be B e (B B [Be B e [Be BB B Be K Be
B¢/ B B e [Be e e (B e [Be B e [Be BB B Be K B¢
EEE IS S
EIEE S T

Key: Inherited % % Allowed | [Denied | Item vs. DescendantRight |+  Protected Not Applicable

2. Inthe Access Viewer, in the Users group, select the role that you are interested in.

In this example, we use the My Role role that we created earlier. No permissions have been
assigned to this role yet.

3. If the role is not visible, click the scroll arrows “ = to find the role or click the = drop down
list button to select the role from a list.
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4. If the role is not on the list, click Select to open the Select an Account dialog box:

A Sitecore -- Webpage Dialog, E]
Select an Account
Select a role or a user.

Account Type

© Roles
Ousers

Drag a column to this

Role

sitecore\Author

sitecore'Designer

sitecore'Developer

sitecore\My Rale

sitecore\Sitecore Client Account Managing
sitecore Sitecore Client Authoring
sitecore\Sitecore Client Configuring
sitecore|itecore Client Designing
sitecore'Sitecore Client Developing
sitecore\Sitecore Client Maintaining
sitecore Sitecore Client Publishing
sitecore'Sitecore Client Securing
sitecore Sitecore Client Translating
sitecore\Sitecore Client Users
sitecore\Sitecore Limited Content Editor
sitecore Sitecore Limited Page Editor
sitecore\Sitecore Local Administrators
sitecore\Sitecore Minimal Page Editor

‘I ‘I |l H Page 1 of 1 (18 items)

5. Inthe Select an Account dialog box, select the account.

6. Inthe Access Viewer, you can see the permissions that the role currently possesses.

£ sitecore\My Role

Select | @ sitecoretbob

NBamED atecore REid - W”t:r_ RE"'T: CrEﬂ: Dﬁlgi g Read access right for the Services item
= & content v % |Read x x x x
) Home o % |Read x [] [ [—] &) security
= @sample . %|Read = = x| x| The '__Everyone' account has been granted the ‘item:read’ access
() Stendard Ttems | % |Read x x x x right for the ' fsitecore’ item.
3 Products ¥ ¥ |Read £ £ X K Ttem Security
8 services «, | Read X X % X [E sitecore v | _Everyone
‘@ References . % |Read x x x| | v | sitecorelEveryone
& News o % |Read x x 3 ] & content
] People v |Read = = [ [ @ sample
(@ 10bs . %|Read 3 x Ed = 3 services
|23 Contact ¥ % |Read x x = =
82 About-Us v |Read = = = =
@) Help . %|Read x x x x
) Meta-Data v % |Read x = x [
) settings v | Read £ = [] [
3 Layout % % |Read X X % X
5] Media Library ¥ % |Read % % x x
) System . * |Read £ = = =
[E] Templates i % |Read X X % X
Key: Inherited " Allowed X Denied .- Item vs. DescendantRight  + Protected Mot Applicable

In this picture, you can see that sitecore\My Role has read access to all the items currently displayed
in the content tree.

How can this be? We have only just created this role and h a v easstyrted it any access rights yet.

The explanation can be found in the right-hand pane. The _Everyone role has been explicitly granted
read access to the sitecore item at the top of the content tree and to its descendents. The _Everyone
role therefore inherits this read access to every other item in the content tree.
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Every security account in Sitecore is automatically a member of the _Everyone role. My Role has
therefore been granted read access to these items by virtue of its membership of the _Everyone role.

My Role does not have any other access rights to any of the items in the content tree.

Not specified means denied for access rights.

5.2.2 Assigning Access Rights to a Role

The new role must be able to do more than read items if it is to be a useful. You must therefore assign

it some other access rights.

To assign access rights to a role:

1. Log in to Sitecore and click Sitecore, Security Tools, Security Editor.

2. Inthe Security Editor, in the Roles and Users group, select the role that you want to assign

access rights to.

In this example, we will grant My Role greater access to the People category in the content
tree because this is the area of the Web site that this role should be responsible for.

In the Security Editor, expand the People node in the content tree.

Select the People item and grant My Role Write, Rename, Create, Delete, access rights.

% Security Editor

£2) sitecare\My Role

Select 8 default\Anonymous
Roles and Use

v, Fi

Assign Columns
Security

Remove Inherit  Require Login

“ || B Access Viewer
83 User Manager

Write
Write
Write
Write
Write
Write
Write
Write
Write
Write
Write
Write
Write

Name Read Write
ERE| v
= & content Read
= &) Home Read
J Standard-Ttems Read
i@ eroducts Read
8 services Read
‘@ References Read
& News Read
] Peaple Read | ¥
8 Jobs Read
|2 contact Read
83 about-Us Read
) Meta-Data Read
) settings Read
)
=
9
5
Key: Inherited & * |Allowed € Denied |

Rename

Rename
Rename
Rename
Rename
Rename:
Rename
Rename
v Rename
Rename
Rename
Rename
Rename
Rename

Item vs. Descendant Right |+

Create Delete
Create Delete
Create Delete
Create Delete
Create Delete
Create Delete
Create Delete
Create Delete
v Create Delete
Create Delete
Create Delete
Create Delete
Create Delete
Create Delete
Protected

Administer Inheritance
Administer Inheritance
Administer Inheritance
Administer Inheritance
Adminigter Inheritance
Administer Inheritance
Administer Inheritance
Administer Inheritance
Administer Inheritance
Administer Inheritance
Administer Inheritance
Administer Inheritance
Administer Inheritance
Administer Inheritance

Not Applicable

You donot

You donot

need

t 0 0 gt alreasly gaibs thiR Fandhe Bvergoeesrale.

n e e distér accegsiovneembets of MdRoled o n 6t  admmistert o
security for these items.
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5. In the Security group, click Assign.

2 Sitecore — Webpage Dialog

Security Settings

Roles or User Names:

@ The security settings that apply to the current item.

Permissions for People:

Read
Write
Rename
Create
Delet=

Administer

Inheritance:

Inheritance

Item
Item
Item

Item

LR S

Item

Item

Item

Add

Descendants
Descendants
Descendants

Descendants

LR S

Descendants

Descendants

Descendants

Remove

By assigning the access rights directly in the Security Editor, you granted My Role the access
rights to the item and its descendents.

6. Open the Access Viewer, select My Role, and expand the People node in the content tree to
see the access rights that have been granted.

& Acoess Viewer
£ sitecore My Role
Select | &3 Everyone

B [&) sitecore
= & Content
& &) Home

) standard Ttems
@ Products
8 services
‘@ References
P News
= (A Pecple

&) 30hn-spire
&) Fred-Urna
B &l Leadership

B obs

|23 contact

8 sbout-Us
) Meta-Data
) settings

Key: Inherited |

& g Employee-of-the-Month

|8 ceo-Mary-
| cFo-Pelle-Erabreren

Allowed

wWright

R R R R R R R R e

4

6 Denied .

Wirite

B B R R R R

Write
Write
Write
Write
Write

Write

El
i
o
a8
(R (R
(R (R

Write

I

Item vs. Descendant Right |+

Rename
Rename
Rename
Rename
Rename

Rename

L S S

Rename

S

BB e e B B & K

B B

Create
Create
Create
Create
Create
Create
Create

Protected

B B e e B B & K

Delete
Delete
Delete
Delete
Delete
Delete

L S S

Delete

B B

Not Applical

Administer

B e BB B BB e B B e BB B B R

ble

3

- Write access right for the People

item

) Security

The 'sitecore My Role' account has been granted the
‘item:write’ access right for the

*fsitecore fcontent/Home People’ item.

Item Security
(=) sitecore
& content
) Home
] People | # | sitecare(py Rale

The People item has been granted all the access rights you selected. Furthermore, all of the subitems
or descendents under the People item have also been granted these access rights. These items have
inherited their access rights from their parent.

Important

The access viewer does no update itself automatically, you must collapse and expand the nodes you
are interested in to refresh them and see the access rights that have been assigned to them.
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5.2.3 Denying a Role Access Rights to an Item

However, you don 0NMyRoataddittheenfobmatiorsaboutft he companyo6s
management that is posted on your Web site. You must therefore deny this role access to the
Leadership item and all of its subitems.

There are two ways to accomplish this; you can:
1 Explicitly deny the role the relevant access rights.

1 Use inheritance to control the access rights that the role possesses.

Explicitly Denying Access Rights to a Role
To explicitly deny access rights to a role:

1. Inthe Security Editor, select My Role, select the Leadership item, and in the Security
Group, click Assign.

2. Inthe Security Settings dialog box, in the Permissions for Leadership pane, grant My Role
read access to the item and its descendents and deny it access rights to do anything else to
the Leadership item and its descendents.

2 Sitecore - Webpage Dialog, @
Security Settings
The security settings that apply to the current item.
Roles or User Mames:
Permigsions for Leadership:
Read v Item v Descendants
Write B 1tem X Descendants
Rename B8 1tem & Descendants
Create X Item 8| Descendants
Delete B Item B8 Descendants
Administer B 1tem X Descendants
Inheritance:
Inheritance Ttem Descendants
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3. Open the Access Viewer, select My Role, and expand the People node in the content tree to
see the access rights that the role now possesses.

#| & sitecorelMy Role

g [*

PR & it \nomymous edy = 83 User Manager
NEEmED dtecore Reid _— B RE"E: CrEE: DEIEh; ﬁ Write access right for the Leadership item
= & Content £ % |Read x x x x
) Home v |Read | [ B X x| x| &) security
=] @ Sample o % |Read = = . . The 'sitecoreMy Role' account has been denied the 'item:write’ access
‘fj StandardTtems & % |Read = = = = right for the 'fsitecore fcontent/Sample People Leadership’ item.
@ Products ¥ ¥ Read Ed Ed k3 k3 Ttem Security
8 services v % Read = = = = 2] sitecare
'@ References 4 % |Read [ [ [] X & Content
& Mews ¥ % |Read = X X X @ Sample
=] People % |Read w4 |write [ % |Rename (w8 X|create [ | Delete ] people w, % | sitecore My Role
& gl Employeeof-the-Month | % Read w0 % |write s *|Rename v %|Create v % |Delete 3 Leadership & sitecorelMy Role
,ﬂ] John-Spire v Read M | Write ». * |Rename w Create w Delete
] Fred-Uma . ¥ |Read o4 | Write % ¥ |Rename o | Create & | Delete
= &l Leadership “ % |Read B vurite X Rename B3¢ Create 3¢ Delete
lﬂ CEQ-Mary-Wright v Read Bl Write Bl Rename | Create B&| Delete
.ﬂ] CFO-Pelle-Erobreren | * |Read B Write B8 | Rename B8 Create B8 Delete
[ 10bs 4 % |Read % X * *
23] Contact ¥ ¥ |Read X X x x
& About-Us o % |Read = = = =
&) Help ¥ % Read = = x| x|
i) Meta-Data . % |Read x x x| x|
i) Settings ¥ X |Read X X X X
B Layout v | Read = £ 3 3
5] Media Library ¥ ¥ |Read % £ = =
) System ¥ X |Read X X X X
[E] Templates i |Read X = = =
Key: Inherited v * Allowed X Denied ..  Itemvs. DescendantRight v  Protected Not Applicable

My Role can no longer edit the Leadership item or any of its descendents. However it still has
Read access to the all of these items.
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5.3 Using Inheritance to Control Access Rights

You can also use inheritance to control the access that a role has to the items in the content tree.

Note
To follow this example, you must undo the security settings that you applied in the previous section.
To use inheritance to deny access rights to a role:

1. Inthe Security Editor, select My Role and grant it access to the People item and deny it
inheritance rights to the Leadership item:

£ sitecore My Role ~ Remove Inherit  Require Login || & Access Viewe
Select a default\Anonymous f ; 8] User Manager
Presets Tools
MName Read Write Rename Create Delete Administer Inheritance 8
=] Ds:e:ee v Read Write Rename Create Delete Administer Inheritance
= & Content Read Write Rename Create Delete Administer Inheritance
= ) Home Read Write Rename Create Delete Administer Inheritance
ﬂslandard-llems Read Write Rename Create Delete Administer Inheritance
@ Froducts Read Write Rename Create Delete Administer Inheritance
A services Read Rename Create Delete Administer Inheritance
‘@ References Read Rename Create Delete Administer Inheritance
& News Read Rename Create Delete Administer Inheritance
& [A] People Read |v ¥ % |Rename | X |Create (e % | Delete Administer Inheritsnce
Q Employee-of-the-Month Read Write Rename Create Delete Administer Inheritance
=] Q Leadership Read Write Rename Create Delete Administer B Inheritance b
m CEOQ-Mary-Wright Read Write Rename Create Delete Administer Inheritance
_m CFO-Pelle-Erobreren Read Write Rename Create Delete Administer Inheritance
ﬁJobs Read Write Rename Create Delete Administer Inheritance
[ contact Read Write Rename Create Delete Administer Inheritsnce
T oM i P P P s - § b
Key: Inherited |  Allowed & |Denied | ..  Item vs. DescendantRight |+  Protected Mot Applicable

2. Open the Access Viewer, select My Role, and expand the Leadership node in the content
tree to see the access rights that the role now possesses:

£ sitecore\My Role

Select | @ default\inonymous

As you can see, My Role no longer has any access to the Leadership item and any of its
subitems. However, by denying the role inheritance rights to the descendents of the

Leadership item, you have denied it every access right to these items including read access.

3. Inthe Security Editor, select My Role, select the Leadership item, and in the Security
Group, click Assign.

;ﬁmED stecore Rejd Read wrlte-“ Rena::: Crea‘:‘ De‘ei Adm'zlar = !Nrite access right for the Leadership
o & content i % |Read [ B = x x x item
& & Home o % |Read x x X % x
() standard-Ttems i % |Read x [] [] ] ] ) Security
1@ Products o % |Read % % % > % Access to this Item is denied as no access rule allows access.
8 services o % |Read x x % % x o Sz
‘@ References .+ |Read 3 3 E3 E3 3 B sitecore
G News o % |Read x x > x x & content
& [ People o %|Read o6 X |write [ X |Rename (o8 X|create  [a6 X |Delete x & Home
=] ﬂ Employee-of-the-Month |4 % |Read o X | Write ¥ X |Rename & % |Create ™ % | Delete X &) Peaple v sitecore My Role
&) 30hn-spire o “|Read o8 ¥ |write [ X|Rename [ X |Create  [a8 ¥ |Delete x &) Leadershin 1% sitecare My Role [Inheritance]
ﬂ Fred-Urna v Read v Write v Rename v Create v Delete X
B i Leadershin x| X % X % x 2 Warnings
&) ceo-Mary-wright [ = = = = = The item has individial inheritance rules set for each permission.
|8) cro-Pelle-Ergbreren x| x x X x X
8 10bs . % |Read 3 3 = = = 1
3 contact i % |Read £ = £ x x
82 About-Us o % |Read X X X X E3
1) Meta-Data o % |Read x x x ® x =
a R S S = = = = = 5 ]
Key: Inherited . = |Allowed € Denied ...  Itemvs. DescendantRight v * |Protected Not Applicable
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4. Inthe Security Settings dialog box, you have more detailed control over the access rights
that you can assign to an item and its descendents.

A Sitecore -- Webpage Dialog,

Security Settings

Roles or User Names:

The security settings that apply to the current item.

Inheritance

B Item

Inheritance (The item has individial inheritance rules set for this account.):

[ Descendants

Permissions for Leadership:
Read Ttem Descendants
Write Ttem Descendants
Rename Ttem Descendants
Create Item Descendants
Delete Ttem Descendants
Administer Ttem Descendants

As you can see, My Role has no explicit access rights to the Leadership item and you have
denied it inheritance rights to this item and its descendents.

5. Inthe Permissions for Leadership pane, grant My Role read access to the Leadership item
and its descendents.

A sitecore - Webpage Dialog,
Security Settings
The security settings that apply to the current item.

Roles or User Names:

Permissions for Leadership:
Read o 7 Ttem ¥ * |Descendants
Write Ttem Descendants
Rename Ttem Descendants
Create Ttem Descendants
Delete Ttem Descendants
Administer Ttem Descendants

Inheritance (The item has individial inheritance rules set for this account.):

Inheritance

i Ttem

[ Descendants

Cancel

By explicitly granting the role read access to the item and its descendents, you have
overruled the inheritance settings and ensured that members of My Role can read both the
item and its descendents.

Explicitly specified access rights overrule inheritance settings.
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6. Open the Access Viewer, select My Role, and expand the People node in the content tree to
see the access rights that the role now possesses.

£ sitecore My Role s
Select @ defaultianonymous

&y Seaurity Editor

Assign Columns || S User Manager

User Securit ools
Name Read Wirite Rename Create Delete Administer ~ . P
5 [ sitecore o % |Read \ = i B B B = ﬁ Read access right for the Leadership item
= & content o | Read X X X X []
2 &) Home o % |Read [] [] [ [ [] ) Security
'LJ Standard-Items % ¥ |Read x x = = x The 'sitecoreMy Rele’ account has been granted the ‘item:read
@ rroducts & < |Recd | VB = = = = access right for the 'fsitecorefcontent/Home, People L eadership!
item,
8 services o % |Read X, X, x X 3
‘@ References * *|Read > x [] [] [] Item Security
& News v |Rezd ] ] ] ] = 5 sitecore v | Everyone
=[] People o % |Read [ X|write [ % Rename [ X|Create [ X |Delete [] & o X | sitecore\Everyone
B gfl Employes-of-the-Month | % |Read | X |write w0 % [Rename  [w0 % Create [ X |Delete x ;”(Em
Hi
] John-spire o4 # |Read o X | Write o6 X |Rename & % | Create ™ X | Delete X JJm:E .
8] People
8] Fred-urna o % |Read  [wa X|write [ Rename  [a X|Create [ X |Delete X ° ) ;
B o Leadersh e = = = = = & Leadership | x| sitecore\My Role
Sacership == X sitecore\My Role [Inheritance]
B8] ceo-Mary-wright o * |Read = x x x x
8] cFo-Pelle-Erobreren [ % |Read [] [] [] [] X | & warnings
@ 10bs o % |Read B B | B B The item has individial inheritance rules set for each permission.
[ contact ». % |Read = X x x X
® gh About-Us a4 % |Read = = Ed = =
) Meta-Data o % |Read X, X, x X 3 P
i Sl = = = = = v
4 | &
Key: Inherited |» % |Alowed |- BDenied | - iItem vs, DescendantRight | * |Protected Not Applicable

Now My Role has read access to all the items but cannot edit the Leadership item or any of
its descendents.

As you can see, these two methods can be used to get the same results. However, we recommend
that you use inheritance to control the access rights that a security account has to items and their
descendents in situations like this.

You should use inheritance because:

1 Inheritance will not deny the user access to the item in question if the user is a member of
another role that grants them access to the item. Access rights that are explicitly specified
overrule inheritance settings.

5.3.1 Inheritance 8 Granting Access Rights to an Item and Denying
them to Descendents
Security administrators often have to grant a role inheritance rights to an item but not to its

descendents. For example, the members of My Role might need to edit the Leadership item but not
the subitems about the CEO and the CFO.
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To specify different inheritance rights to an item and its descendents:

1. Inthe Security Editor, select My Role, select the Leadership item, and in the Security
Group, click Assign.

2.

3.

7 Sitecore —- Webpage Dialog
Security Settings
The security settings that apply to the current item.

Roles or User Names:

sitecore\My Role
sitecore\My User

Permissions for Leadership:

Read s X | Ttem o * | Descendants
Write Ttem Descendants
Rename Ttem Descendants
Create Item Descendants
Delete Ttem Descendants
Administer Ttem Descendants

Inheritance (The item has individial inheritance rules set for this account):

Inheritance Ttem X Descendants

In the Security Settings dialog box, in the Inheritance pane, do not deny the item
permission to inherit access rights.

You no longer need to grant the item explicit read access; it gains read access by being a
member of the Everyone role.

3 Sitecore — Webpage Dialog
Security Settings
The security settings that apply to the current item.

Roles or User Names:

sitecore\My Role
sitecore\Wy User

Permissions for Leadership:

Read Ttem W X | Descendants
Write Ttem Descendants
Rename Ttem Descendants
Create Item Descendants
Delete Ttem Descendants
Administer Ttem Descendants

Inheritance (The item has individial inheritance rules set for this account}:

Inheritance Ttem [ Descendants

In the Permissions for Leadership pane, remove the explicit read access right from the

item.
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4,

The Security Editor displays a new icon:

This icon indicates that different access rights and inheritance settings have been applied to
the item and its descendents.

My Role now has full access rights to the Leadership item but not to its descendents.

5. Open the Access Viewer, select My Role, and expand the People node in the content tree to
see the access rights that the role now possesses.

The Access Viewer displays a warning informing you that different inheritance rules have
been set for each access right.

As you can see in the Explainer on the right hand side, My Role inherits Write access to the
Leadership item from the People item.

This illustrates the main benefit of using inheritance & you no longer have to specify each
access right for every item in the content tree.
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